MeTobl 3A1IMTHI 0T BPEJIOHOCHBIX MPOrPaMM

1. I/ICHOJ'II)Syﬁ COBPEMEHHEBIC OIIEPAITMOHHBIC CUCTEMBI, UMCIOIIM € CepBGSHHﬁ YPOBECHB 3alllUThL
OT BPCAOHOCHBIX ITPOTPAMM;

2. IlocTrostHHO ycTaHaBIUBaW MayTH (IIU(POBHIE 3aIJIATKU, KOTOPbIE aBTOMAaTHYCCKU
YCTaHABIIMBAIOTCS C LENbIO JOPAOOTKH MPOrpaMMBbl) U Apyrue 0OHOBIICHUS CBOCH
omneparuoHHou cucteMbl. CKkaunBai UX TOJIBKO ¢ oduInanbHoro caiita pazpadorunka OC. Ecnu
CYIIIECTBYET PEXHM aBTOMAaTHYECKOTO OOHOBJICHHSI, BKIIIOUH €TO0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE 110/1 TpaBaMu M0OJIb30BATENS, a HE aIMUHHUCTpATOpa. DTO HE
MO3BOJIUT OOJIBIIIMHCTBY BPEJOHOCHBIX IPOrPAMM MHCTAITIMPOBATHCS HA TBOEM IEPCOHATIBHOM
KOMITBIOTEPE;

4. Ucnonb3yit aHTUBUPYCHBIE TPOrPAMMHBIE TTPOYKTHI W3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHUEM 0as3;

5. Orpannyb (U3NYECKHI JOCTYN K KOMITBIOTEPY JUIS IIOCTOPOHHUX JIUIL;

6. Vcnionp3yil BHEIIHUE HOCUTENN HHPOPMALINHU, TaKue Kak (uenka, JUcK uin (aiia u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBaii KOMIIBIOTEPHBIE (PaiiiIbl, MOTYYCHHBIE U3 HEHAAEKHBIX HICTOUHUKOB. Jlaxe Te
(aiiyibl, KOTOpBIE TTPUCIIA TBOW 3HAKOMBIN. JlydIile yTOYHH y HETro, OTIIPABJISUI I OH TeOe UX.

Cetu WI-FI

Wi-Fi - 5T0 He BU ITepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIh OpeH, Mapka. Eme B 1991
rojly HUJepiaH/cKast Kommnanus 3apeructpuponana opens "WECA", uro o6o3Hauano
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcs Kak "0ecripoBoHAsT TOUHOCTS'.

Jlo Hamero BpeMeHH Jonuia apyras abOpeBuarypa, KOTopas sIBJISICTCS TAKOW e TEXHOJIOTHUECH.
D10 abbpeBuarypa "Wi-Fi". Takoe HazBaHume ObLIO JAHO C HAMEKOM Ha CTaHAAPT BHICIICH
3BykoBoi Texuuku Hi-Fi, 4to B mepeBoje o3HavyaeT "BhICOKasi TOYHOCTD'.

Ja, GecruiaTHbIN HHTEPHET-I0CTYI B Kae, OTENAX U adpOIopTax SBJISIETCS OTIMYHON
BO3MOXKHOCTBIO BBIX0JIa B UHTEpHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, UTO 00IIEeAOCTYTHBIE Wi-
Fi cetn He sBisitoTCS 6€30MIaCHBIMH.

CoBetbl 10 06€3011aCHOCTH PadOTHI B OOMIENOCTYIHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro InuHyr0 HHpOpMaIuio yepe3 odmeaoctynasie Wi-Fi cetu. Paboras B
HUX, )KeTaTelIbHO He BBOAUTH MMAPOJIU IOCTYIIA, JIOTUHEI ¥ KaKHe-TO HOMEPa;

2. Ucnionb3yit 1 0OHOBJISII aHTUBUPYCHBIC TPOTPAMMBI B OpaHMayep. TeM caMbIM Thl
obe3oracuib cedst OT 3aKaYKK BUpYca Ha TBOE YCTPOIMCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otmroun dynkiuio "O6umit noctyn k ¢aiinam u npuatepam".
JanHast GyHKIIMS 3aKpBITA 110 YMOTYAHHIO, OJTHAKO HEKOTOPHIE MOJIB30BATENN aKTUBUPYIOT €€
JUTsl yIoOCTBa MCIIONBL30BAaHUSA B paboTe mim yueoe;



4. He ucnionw3yit nyonuunbii WI-FI qiis nepenaum muyHbIX JaHHBIX, HAITPUMED /7151 BBIXO/1a B
COILIMAJIbHBIE CETU WJIM B JIEKTPOHHYIO TIOUTY;

5. Ucnonp3yit Toapko 3anmieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T1.e. mpu Habope
BeO-aspeca BBoaAM UMeHHO "httpsy//";

6. B moOunsnoM Tenedone orkmoun pyakiuio "Tlogwmrouenune k Wi-Fi aBTomarnuecku". He
JIONyCKali aBTOMAaTHYECKOTO MOJKIIOYEHHS yCTpoiicTBa K cetam Wi-Fi 6e3 TBoero cornacusi.

ConuajbHbIE CETH

ConuanbHble CETH aKTUBHO BXOJAT B HAIlly )KW3Hb, MHOTHE JIIOAU PA0OTAIOT U KUBYT TaM
IIOCTOSIHHO, a B Facebook yxxe 3apernctpupoBaH MUJUIHAP/L YETIOBEK, YTO ABJISETCS OJHON
CelbMOM BCeX KHUTEeNeH MiIaHeThl. MHOTHE MOJIb30BaTeNN He ITOHUMAIOT, 4TO WH(opMaIusi,
pa3MelleHHasi UMU B COI[MAJIbHBIX CETSAX, MOXKET ObITh HailJieHa U UCII0JIb30BaHa KEM YrOJHO, B
TOM YHCJIe He 0053aTeNbHO ¢ OJaruMyU HaMEepEeHUIMU.

OCHOBHBEIE COBETEI 110 0€30I1aCHOCTH B COIIMAJIbHBIX CCTAX!

1. Orpanuyub cniucok Apy3ei. Y Te0s B APY3bsX HE NOJKHO OBITh CITy4ailHbIX U HE3HAKOMBIX
JIFOJICH ;

2. 3anmu@i CBOIO YacTHYIO >ku3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U IPYTYIO JIMYHYIO HHPOPMALKIO. 3MOYMBIIUIEHHUKA MOTYT MCIOJIb30BATh AXKe
UH(OPMAIHIO O TOM, KaK Thl U TBOU POAMUTENH IUIAHUPYETE MPOBECTU KAHUKYIIbI;

3. 3anmmaii CBOIO pemyTaluio - IEPKU €€ B YHCTOTE U 33/1aBail cebe BOMpOcC: XOTel ObI ThI,
4yTOOBI APYyrUe MOJIH30BATEIN BUICIHU, UTO ThI 3arpyxaenb? [logymait, mpexae yem 4To-To
OnyOJIMKOBaTh, HAIIMCATh U 3arPY3UTh;

4. Ecnu ThI TOBOPUIIG C JTHOAbMU, KOTOPBIX HE 3HACIb, HE UCIIOJIBb3YH CBOE peallbHOE UMS U
JPYIYIO JINYHYIO MHPOPMALIMK: UMs1, MECTO JKUTEJIbCTBA, MECTO yueObl U IpoUee;

5. N36erait pasmemenus Qororpaduit B UHTEepHETE, T/1€ THI M300paXKeH Ha MECTHOCTH, T10
KOTOPOW MOYKHO OTPEACTUTh TBOE MECTOIIOJIOKCHHCE,

6. [Ipu perucTpanuu B COIUaabHON CETH HEOOXOAMMO HCIIOJIb30BaTh CJI0KHBIC TTAPOJIH,
cocrosinme U3 OykB U IU(p U C KOIMYECTBOM 3HAKOB HE MEHEE §;

7. Ayt conUalibHOM CETH, TIOYTHI U IPYTUX CAMTOB HEOOXOIMMO MCITOIB30BATh Pa3HbIE MapOJIH.
Toraa ecnu TeOst B3TOMAIOT, TO 3MTOYMBIIITIEHHUKH TOJIy4aT JOCTYI TOJBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHBIE Ie HbI' U

:‘)JICKTPOHHBIC JCHBI'M - OTO OUYCHb y,HO6HBII>i crroco0 nnaTemeﬁ, OZIHAKO CYHICCTBYIOT
MOIICHHUKU, KOTOPBIC XOTAT IMOJIYUIUTh 3TU JCHbBIU.

SJICRTpOHHBIe JACHBI'M MMOABHUJINCH COBCEM HCAABHO U HMCHHO HM3-3a 3TOI'0 BO MHOI'X
rocyaapCTBax A0 CHUX IIOp HC MPOIMHUCAHO IIPO HUX B 3aKOHAX.



B Poccuu ke oHU QyHKIMOHUPYIOT U O HUX YK€ IPOINKCAHO B 3aKOHE, I1I€ UX Pa3eisaioT Ha
HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3Hu11a B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcs MPOBOAUTH ONepaiuu 0e3 uICHTH(UKALIMH TT0Ib30BaTENs, a B
HEaHOHHMMHBIX UIEHTU (DU KA 10Ib30BATENs ABISAETCS 00s3aTEIIbHOMN.

Taroke crieyeT pa3nudarh IEKTPOHHBIC (PHATHBIE JCHBIH (PaBHBI TOCYAAPCTBEHHBIM BAIIFOTAM)
1 DJICKTPOHHBIC He(UATHBIC IEHBIH (HE PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM).

OcCHOBHBIE COBETHI 11O 0€301MacHO# paboTe ¢ TMEKTPOHHBIMH JICHBIAMU

1. IlpuBsoxu K cueTy MOOUIIBHBIN TenedoH. ITO caMblif yIOOHBIN U OBICTPBIN CIIOCOO
BOCCTAHOBUTB JIOCTYI K c4eTy. [IpuBs3aHHBIN TenehoH MOMOXKET, €Cliv 3a0yIelb CBOM
MJIATEKHBIH [TapoJib WIIK 3aiielh Ha CaliT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit omHopazoBbie mapodu. [lociie mepexosia Ha YCHIICHHYIO aBTOPHU3AIUIO TeOe yKe
He OyJIeT yrpoXaTh OMacHOCTh KPaKW MITH NepexBaTa IIIaTeKHOTO apoJis;

3. Beibepu cnoxxHbIN apostb. [IpectymHukaM OyaeT He MPOCTO yraaTh CI0KHBIN MapoJib.
HanexHsbie maponu - 3T0 mapoid, KOTOPbIE COAepKAT He MEHee 8 3HAKOB U BKITIOYAIOT B ceOs
CTPOYHBIE U MMPOMUCHBIE OYKBBI, (Pl K HECKOJIBKO CHUMBOJIOB, TAKME KaK 3HAK J0JUIapa,
¢dyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hammpumep, $tROng!;;

4. He BBO/M CBOM JIMUHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICILb.
DJIeKTPOHHAs MOYTA

DJIEKTPOHHAA MOYTA - 3TO TEXHOJOTUS U NMPEAOCTABIISIEMbIE €0 YCIYTU MO MEPECHUIKE U
MTOTYYEHHIO JIEKTPOHHBIX COOOIICHUH, KOTOPBIE PACTIPEACTISIOTCS B KOMITBIOTEPHOU CETH.
OOBIYHO JIEKTPOHHBIN MOYTOBBIN SAIMMK BBHITJISIUT CICAYIOIM 00pazoM:
UMs_TIONIB30BaTeNsA(@umMs_noMeHa. Taroke KpoMe rmepeadu MpoCcToro TEKCTa, MMEeTCs
BO3MOXKHOCTb IepeaaBaTh (paitiibl.

OcHOBHBIE COBETHI 10 0€30MaCHO paboTe ¢ FNEKTPOHHOM TTOUTOM:
1. Hayo BbIOpaTh MpaBUiIbHBIN OUYTOBBIN cEpBUC. B MHTEpHETE €CTh OTPOMHBII BBIOOD
OecrnIaTHBIX ITOYTOBBIX CCPBUCOB, OJHAKO JIYUIIC JOBCPATH TCM, KOI'O 3HACHIbL U KTO HGpBLIfI B

pEUTHHIE;

2. He yka3biBail B IM4YHOMU MOYTE JUYHYIO UHpopmanuto. Hanpumep, nydine BblOpaTh
"My3bIKaTbHBIN _(haHat@" wumum "poxk2013" Bmecto "remal3";

3. Mcnionp3yil JBYX3TalHYIO aBTOPU3ALHUI0. TO KOTrJa IOMUMO 1apoJisi HY)KHO BBOJUTH KO/,
npuckLIaemMbiil mo SMS;

4. BeiOepu CIIOXHBIN Mapoab. [[J1s Ka)K0ro mo4TOBOTO SIMKA JOJDKEH OBITh CBOM HAJICKHBIH,
YCTOMYMBBIN K B3JI0MY MapOJib;

5. Ecnin ecTh BO3MOKHOCTB HallMCaTh CAMOMY CBOW JIMYHBIN BONIPOC, UCIIOJIB3YH 3Ty
BO3MOXHOCTb;



6. Mcmoiib3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBbIi AJ1s1 YaCTHOW MEPENUCKU C aJipecaTaMH,
KOTOPBIM ThI JOBEPSiCIlb. DTO 3JIEKTPOHHBIN aIpec HE Ha/I0 UCIIOIb30BATh [IPU PETU CTPALIMU HA

dopymax u caiitax;

7. He oTkpbiBaii (haiiniel U Apyrve BIOKEHUS B MUChMAaX, Ja)Xe €CIM OHM IMPHIINTA OT TBOUX
npy3eid. Jlydie yrodHu y HUX, OTIPABIISUIN JIU OHH TeOe 3TH (aiiiibl;

8. Ilocne okoHuaHUst pabOTHI Ha TOYTOBOM CEPBHCE MEpe]l 3aKPHITUEM BKIAJIKH C CAUTOM HE
3a0ynp HaxaTh Ha "BeiidTu".

KuOep0y JuIMHI WM BUPTYaJbHOE U31eBaTeJIbCTBO

KubepOymuHr - mpecieoBaHue COOOMICHUAMU, COJEPKAIMME OCKOPOJICHH S, arPECCUIO,
3aIyTMBaHUE; XyJIUTAHCTBO; COI[MAIbHOE OOMKOTHPOBAHKE C TTIOMOIIBIO PA3TUYHBIX HHTEPHET -
CEpBHCOB.

OcHOBHBIE COBETHI 110 60pBOE ¢ KHOEPOYIITUHTOM:

1. He 6pocaiics B 60ii. JIydnmii crioco6: mOCOBETOBATHCS KaK ce0sl BECTU U, €CIIH HET TOTO, K
KOMY MOKHO 0OpaTHUTHCS, TO BHaYaJIe YCIIOKOUTHCA. Eciu Thl HaYHElh OTBeYaTh
OCKOPOJICHUSIMH Ha OCKOPOJIEHU S, TO TOJIBKO elle OOJIbIle pa3okKelb KOH(IUKT;

2. YrpaBiisii cBoel knbeppenyraruei;

3. AHOHUMHOCTB B ceTd MHUMas. CyIIECTBYIOT CITOCOOBI BBISICHUTbD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouT BeCcTH XyJIMTaHCKUM 00pa3 BUPTyaabHOU KkH3HU. IHTEpHET QuKCUpyeT Bce TBOU
JIEHCTBUS U COXPAHSET UX. Y IATUTh UX OyeT KpallHe 3aTPYIHHUTEIBHO;

5. CoOmrofiait CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. Urnopupyit eauHu4HbIi HeratuB. O HOPA30BbIe OCKOPOUTENBHBIE COOOIICHUS JTydlIie
UTHOpUPOBaTh. OOBIYHO arpeccus MPEeKpan@aeTcss Ha Ha4YalbHOW CTauH;

7. Ban arpeccopa. B mporpamMmmax oOMeHa MrHOBEHHBIMH COOOIICHUSIMH, B COITUATIBHBIX CETSIX
€CTb BO3MOKHOCTh OJIOKHUPOBKH OTIIPABKU COOOILEHUI C OIIpe/IeIeHHBIX apecoB;

8. Eciu TbI cBuaeTens kuOepOyuinHra. TBou NefcTBUS: BBICTYIUTh IPOTUB IIPECIIEI0BATENS,
II0Ka3aTh €My, YTO €ro IEHCTBUSI OLEHUBAKOTCS HETATUBHO, TOAJIEPKATh JKEPTBY, KOTOPOH
HY)KHa IICUXOJIOTHYECKasi TTOMOIIb, COOOIMTh B3pPOCIBIM O (paKTe arpecCHBHOTO MOBEJICHUS B
CETH.

M ooOnabHblii TeJie ¢ oH

CoBpemeHHbIe CMAPT(OHBI U MJIAHILETHI COAEPKAT B ceOe BIIOJIHE B3POCIbIM (PyHKIIMOHAT, U
Tenepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU KOMITbOTEpaMu. O JHAKO, CPE/ICTB
3alUMTHI U1 MOJOOHBIX YCTPONCTB MOKAa OYeHb Majio. TecTupoBaHHE U MOUCK YI3BUMOCTEN B
HUX IIPOMCXOAUT HE TaK HHTEHCUBHO, Kak /uis 1K, To sxe camoe kacaeTcst 1 MOOMIIbHBIX
IIPUIIOKECHUH.



CoBpeMeHHbIe MOOUIIBHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIU HACTOJbHbIE aHAJIOTH, OJHAKO
pacumpeHue GyHKIHOHAIa BIEYET 32 OO0 OOJIBIIYI0 CI0XKHOCTh U MEHBIIIYIO 3aIMIICHHOCTb.

Jlaneko He Bce MPOU3BOAUTENN BBIMTYCKAIOT OOHOBJICHHU S, 3aKPBIBAIOLIE KPUTHUYECKHE
YA3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIIA 0e30MMacHOCTH MOOMJIEHOTO TeJ'IC(l)OHai

Huuero He siBasieTcs mo-HacrosimeMy OecruiatHbIM. Byb octopoxeH, Benb koraa tebde
npeaararoT OecruiaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IIaTHBIE YCIIYTH;

Hymait, mpexe yem otrpaBuTh SMS, doto ninu Buaeo. Tl TOUHO 3HACIIB, I7I€ OHU OyIyT B
KOHEYHOM HuTOre?

HeoOxomnmo 0OHOBIIATH OTIEPAIIMOHHYIO CHCTEMY TBOETO CMapTQoHa;
Hcnonp3yit aHTUBUPYCHBIE TPOrPaMMBbI JIJIs1 MOOMJIBHBIX TENE(POHOB;

He 3arpyxaii npuiioxeHust OT HEU3BECTHOTO HCTOYHHUKA, BE€Ib OHU MOTYT COJIEP>KaTh
BpPEAOHOCHOE MMPOTPAMMHOE 00ECTIEUEHUE;

INocne Toro Kaxk ThI BBIAIEIIb C CaiiTa, TA€ BBOAWII JIMUHYIO HH(OPMAITHIO, 3aii/11 B HACTPOIKH
Opay3epa u ynanu cookies;

[leprnonnueckn npoBepsii, KaKue IIJIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBoif HOMEp MOOHMIIBHOTO Tele(OoHA TOIBKO JIFOJIIM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEpSICIIb;

Bluetooth momkeH ObITH BBIKITIOUEH, KOTJIa Thl UM HE MOJb3yelbes. He 3a0piBail mHOTIQ
MPOBEPSATH 3TO.

Online nrpsi

CoBpeMeHHbIE OHJIAMH-UTPHI - 3TO KPACOUHBIE, 3aXBAaTHIBAIOLME PA3BIICUEHU S, O0bEIUHSIONME
COTHH TBICSY YEJIOBEK 110 BceMy MUPY. MIrpOKH MCCIIeAyIOT TaHHBI KM MHP, OOIIAIOTCS JPYT C
JPYTOM, BBIIIOJHSIOT 33/IaHUS, CPAXKAKOTCA C MOHCTPAMHU M IIOJIY4arOT OMBIT. 32 yIOBOJIBCTBUE
OHM TUIATAT: MOKYMAIOT AUCK, OIUIAYMBAIOT ADOHEMEHT UITU IPHOOPETAIOT KAKHUE-TO OILIHUH.

Bce atn CpeacTBa UAYT HA IMOAACPKAHNUEC U PA3BUTUC UI'PBI, A TAKKEC HAa CaMy 0€30MMacCHOCTb:
COBCPHICHCTBYIOTCA CUCTCMbI ABTOPU3allUH, BBIITYCKAOTCSA HOBBIC ITATUU (I_II/I(I)I)OBBIC 3allJIaTKU

JUTSI TIPOTPaMM), 3aKpBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT OMacCaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu TBOCTO
mapoJjisgd, Ha KOTOPOM OCHOBAaHa CUCTEMA aBTOpHU3alluU OOJILIIIMHCTBA urp.

OCHOBHEBIE COBETHI 110 0€30IMaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroii urpok BeAeT ceOst III0X0 MIIM cOo3/1aeT TeOe Hell pUsTHOCTHU, 3a0JI0OKUPYH ero B
CIIMCKE UTPOKOB;



2. loxkanyiicss aIMUHUCTPATOPaM UTPhI Ha TIOXOE MOBEICHUE 3TOTO UTPOKA, KETATEIBbHO
MPUIIOKUTH KAaKUEe-TO J1I0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3piBait nunHyro nHGOpMaIio B Ipodaiiiie uIphl;
4. YBaxkail Apyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(hUIIMATBHBIC TATYH W MO/IBI,

6. Vcnonb3yil ClI0KHBIE U pa3HbIE ApOJIN;

7. axxe BO BpeMsi UTPbI HE CTOUT OTKIII0YaTh aHTUBUPYC. [IoKa ThI UTpaeib, TBOH KOMIIBIOTED
MOTYT 33apa3UTh.

@OUIMHT WIM KPaKka JUYHbIX JaAHHbIX

OOBIUHO Kpakel JCHET U IOKYMEHTOB CETOJHS YoK€ HHKOTO HE YIUBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTHH 3TOYMBIITIEHHUKH MTEPEMECTUIIUCH B UHTEPHET, U TPOJOIIKAIOT
3aHUMAThECA "IMTIOOUMBIM" JIE€TIOM.

Tak mosiBUIACh HOBAs YTp03a: HHTEPHET-MOIICHHUYECTBA UK (PUIIMHT, TJIaBHAS [[E€]b KOTOPOTO
COCTOWT B MOy4EeHU U KOH(HICHIIHAILHBIX TaHHBIX ITOJB30BaTENEH - IOTHHOB | maposieii. Ha
AHTIINMCKOM si3bIKke phishing umTaercs kak ¢ummHT (0T fishing - peiOHast moBs, password -
11apoJib).

OCHOBHBIE COBETHI 110 00pbOE ¢ (PUITMTHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu ThI mo103peBaelb, YTO TBOSI aHKETa Oblia B3JIOMaHa, TO
HEO0OXOIMMO 3a0JIOKMPOBATh €€ U COOOIMTh aJIMHHUCTPATOpaM pecypca 00 TOM KaK MOYKHO
CKOpee;

2. HCHOJIB?»Yﬁ Oe3omacHbIe BC6-C8.I>’ITBI, B TOM YUCJIC, MHTCPHCT-MAraduHOB U TIOUCKOBBIX CUCTEM;

3. Ucnonp3yil cliokHBIE M pa3HbIC TApoiu. Takum 00pa3oM, eciii Te0sl B3JIOMArOT, TO
37OYMBIIUIEHHUKHA TOJIy4aT JOCTYH TOJBKO K OJJHOMY TBOEMY IMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te06s B3JIOMaM, TO HEOOXOIMMO MPEAYIIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
N00aBIEHBI Y TEOS B APY3bsX, O TOM, YTO T€OS B3IIOMAIIA U, BO3MOXKHO, OT TBOETO UMEHU OyIeT
pacchlIaThCsl CIlaM M CCHUTKM Ha (PMIIMHTOBBIE CAaNTHI,

5. YcranoBu HanexHbIi naposs (PIN) Ha MoOubHBIN TenedoH;

6. OTKII04M cOXpaHeHHUe Mapoisi B Opaysepe;

7. He oTkpsiBait Gaitabl U Ipyrue BIOKEHHS B MUCHMAX, 1a)K€ €CJIM OHH MPHUIITH OT TBOUX
npy3ei. Jlydie yrouHH y HUX, OTHPABJISUIM TU OHU TeOe ITH (HalIIbl.

Hudposas penyranus

Ludposas permyramus - 3T0 HETATUBHAS WM IIO3UTHBHAsI HH(POPMALIHSI B CETH O TeOe.
Kommpomerupytomas nHdopmaiius, pa3mMellieHHas B UHTEPHETE, MOXKET Cepbe3HbIM 00pazomM



OTpa3UThCS Ha TBOEH peanbHOM xu3HU. "LludpoBas penyranus" - 3T0 TBOM UMUK, KOTOPBIH
dopmupyetcs 13 HHpopMaLK 0 TeOe B UHTEpHETE.

TBoe MecTO JKUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE OTO HAKAIUIUBAETCS B CETH.

MHorue moIpoCTKU JIETKOMBICIICHHO OTHOCSITCS K ITYOJUKAIMU JTUYHON HHGOpPMAITUH B
HNuTepHere, He MOHMMAas BO3MOXKHBIX ITOCIEACTBUI. Thl Take HE CMOXKEIIb JOTrafaThCs O TOM,
9to QoTorpadusi, pasMeieHHAs 5 JIeT Ha3aJl, CTaia MPUYNHOW OTKa3a MPUHSATH TeOst Ha padoTy.

KommenTapuu, pazmenieHue TBOUX GoTorpaduii ¥ Apyrue ASHCTBHUS MOTYT HE HCUYE3HYTh JaKe
II0CJI€ TOTO, KaK Thl UX yJaIullb. Thl HE 3Ha€lb, KTO COXpaHWII 3Ty HH(QOPMALKIO, ITonaa Jin
OHa B IOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIM OHA, a INIABHOE: YTO MOAyMaloT O TeOe
OKPY)KAOIIME JIFOJM, KOTOPBIC HAWIYT U YBUIAT 3T0. HaliTh mHGOpMAIIUI0 MHOTO JIET CITYCTS
CMOXKET JIF000H - KaK U3 J00pBIX MOOYXKAEHU, TaK U C HAMEPEHUEM ITPUUYUHUTH Bpea. DTO
MOXeT ObITh KTO YTOJHO.

OCHOBHBIE COBETHI I10 3aIMUTe ITU(PPOBON peryTaIliH:

1. I[loxymaii, mpexae 4em 4To-TO MyOJIMKOBATh U MepeaaBaTh y ceOs B 6J10re WU B COLUATIBHOM
CeTH;

2. B Hactpoiikax npo¢uiisi ycTaHOBU OTPaHUYEHHUsS HA IPOCMOTP TBOETO MPOoQuIs U ero
COJICP)KUMOTO, CIeJIail ero TOJIBKO "Iist Apy3eid”;

3. He pa3smenaii 1 He ykasbiBail mwHQOpMAIIUiO, KOTOpas MOKET KOTO-JIMO0 OCKOPOISATh UITH
00MXKaTh.

ABTOpCKOE NPaBo

CoBpeMeHHBIE KOJIBHUKH - aKTHBHBIE ITOJIh30BaTeNN I (poBOro npocrpancTea. OaHako
JIaJIeKO HE BCE 3HAIOT, YTO MOJIB30BAHNE MHOTMMH BO3MOYKHOCTSIMH I (POBOTO MHpa TpedyeT
COOJIIOICHH S TTPaB HAa HHTEIJUIEKTYaIbHYIO COOCTBEHHOCTb.

TepMuH "MHTEIUIEKTYaIbHAsT COOCTBEHHOCTD' OTHOCHTCS K PA3JIMYHBIM TBOPEHH SIM
YeIIOBEYECKOTO yMa, HA4WHAsI C HOBBIX M300PETCHUH U 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTh
Ha MPOAYKTHI M YCIIYTH, W 3aKaH4YMBasi KHUTaMH, GoTorpadusMu, KHHOPUIBMAMU U
MY3bIKQJIbHBIMU TTPOU3BEICHHUSIMHU.

ABTOpCKUE MpaBa - 3TO MPaBa Ha UHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha P OU3BEICHUS HAYKH,
JUTEPATYpbl U UCKYCCTBA. ABTOPCKHME IPaBa BBICTYNAIOT B KAYECTBE FApaHTHU TOTO, YTO
MUHTEIJICKTYyaIbHBIA/TBOPUYECKUN TPy aBTOpa HE OyJeT HaIllpacHbIM, IaCT €My CIIPaBEJTUBHIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTaXx CBOETO Tpy/Ja, MOJYyYUTh U3BECTHOCTh U I PU3HAHUE.
Huxro 6e3 pa3spelieHus aBTopa He MOKET BOCIIPOM3BOAUTD €TI0 MPOU3BEIEHUE, pACIPOCTPAHSTH,
NyOJIMYHO IEMOHCTPUPOBATh, IPO/IaBaTh, UMIOPTUPOBATh, TYCKAaTh B IIPOKAT, IyOJIUYHO

U CIIOJIHSTD, TOKa3bIBaTH/UCIIONHATH B 3Qupe WiH pa3menats B MiHTepHeTe.

Hcnonp3oBanue "MUpaTckoro” MporpaMMHOTO 0OECTICYCHUS MOXKET MMPUBECTH K MHOTHUM
pHUCKaM: OT OTEepPHU JAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKU TBOETO YCTPONCTBA, TIe
YCTaHOBJICHA HeNleTallbHas mporpamma. He cTouT Taroke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTalbHbBIC
1 OecriaTHbIE TPOTPaMMBbl, KOTOPBIE MOYKHO HAalWTH B CETH.






